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Terrorist Cells were Found in the
Syria-Iraq Desert; Depriving them of
Safe Havens
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melting away.

To prevent ISIS from reestablishing itself in Iraq and Syria or spreading elsewhere in the
region, authorities also must adopt a broader conception of counterterrorism where in’VCIS
takes over.
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Introduction

The region encompassing Mayadin,
Resafa, Ithriya, and Tedmur is thinly
inhabited and characterized by deserts
and hills. This environment provides an
advantageous setting for ISIS to organize
itself into small cells, yet it poses
challenges for regime forces
unaccustomed to guerrilla warfare tactics.
Over the span of 15 years, ISIS has been
solidifying its presence in Syria's desert
areas, effectively turning them into a
sanctuary for their operations within the
country. Through low-cost attacks, the
group inflicts significant casualties on
regime forces in the desert, while
leveraging the geography to prepare for
future assaults with minimal losses. This
stands in contrast to the regime's more
resource-intensive counter offensives.

In May 2016, Abu Mohammad al-Adnani,
the former spokesperson for the
organization, released an audio recording
where he emphasized that despite the
loss of key commanders and cities in Iraq,
such as Mosul, Sirte, and Raqqa, it did not
signify the end of their conflict. He
asserted that even if they were to lose all
their urban strongholds, the organization
would persist with its activities. Adnani
also indicated that they would adapt their
strategies, potentially retreating to the
desert while continuing their operations,
rather than seeking dominance over

specific areas as they had done previously.
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The mountainous terrain and remote
nature of the desert have allowed ISIS to
regroup relatively undisturbed. In
addition, there seems to be a lack of
military resolve to combat ISIS in such

sparsely populated areas. Some areas are

completely devoid of military presence,
while in areas occupied by Syrian regime

forces and their Russian and Iranian allies,

the focus is on securing control of the
main roads that connect several major
cities, such as Deir al-Zour, Homs, and

Damascus. Fighting ISIS does not seem to

be a priority for these forces in the near
future.

O s e dlld QN ALaYL L zle )
Ay el (5 Sasall o 3ol (3 U lin
A4S s Bl o3 e 3 el

bl o3 s i daid il AL

b Lk cs_,Sanll 3 g gl (e Ll Al
5y 3md) a5 Lelin 1) (3LaLidl
S i sl ¥ sl L sl
o At U Gk e 3 ki el e
a5 a3l Jie S Gaebae Loy 5
sl i el JU8 O 2 Y (B
il Jital s el il o]

Complex desert and mountain terrains
also benefit ISIS training efforts, allowing
the organization to conceal itself while
establishing militant and extremist
training camps. The location is also
beneficial as it allows the organization to
maintain foreign support lines both in Iraq
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and Turkey by activating logistical support
sources from within Syria.In these
geographical areas, jihadists can
concentrate their attacks on their
adversaries, while their opponents
struggle to maintain effective
counterinsurgency operations.
Additionally, the terrain provides jihadists
with rear bases where they can regroup,
operate sleeper cells, engage in extortion,
and plan attacks along highways and in
urban areas.

® The contiguous terrain linking Iraq
and Syria provides an ideal space
for jihadis to endure, entrench, and
emerge again.

e |SIS’s post-caliphate strategy is to
target Sunnis that collaborate with
government forces or other
insurgent groups using hit-and-run
tactics and targeted assassinations,
using desert areas as its base.

Story

In a remote desert region along the
Syrian-Iraqi border lies a complex network
of underground caves and secret tunnels,
concealed from view. For years, the elusive
ISIS group has remained hidden in this
harsh terrain, confident that they cannot
be tracked. However, with the assistance of
VCIS, the military has uncovered a
previously utilized safe house in Al Badiya
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using geospatial data and the Valoores
system. This system successfully located
and identified the underground structures,
enabling the tracking of movement both
inside and outside the desert. Leveraging
the VCIS crowd intelligence system, the
military now possesses the capability to
detect suspicious activities and behavioral
patterns associated with terrorism.

By executing an AOI activity scan, a
number of devices appeared for the first
time in this area. Device history was
executed for these devices to detect any
suspicious behavior or potential threat.
What VCIS uncovered was breathtaking
activities related to hundreds of devices
that were detected, indicating that this
area serves as an underground terrorist
cell that can hide, plan and potentially start
attacks at any moment. The VCIS system
detected all the history of these devices
spread across different areas including
Iraq, Syria, and Turkey. VCIS dynamic
business rule engine is based on behavioral
activity monitoring, allowing the system to
detect sudden activity and flag it as a
potential threat. This enables law
enforcement agencies to aggregate big
data analysis and location information
from inside and outside their visualization,
staying one step ahead of terrorists. With
VCIS, the military now has the power to
track global organizations and the
networks behind all organized terrorism.
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Trigger
The Islamic State may repeat the actions of

its predecessor: go underground, disrupt
politics and foster sectarianism; wage an
insurgency; and then come roaring back. ..

In our ongoing efforts to detect suspicious
movements and behavioral patterns
related to terrorism, we received
information about a house in Qasr ad Dib,
Syria, which had previously been used as a
safehouse for terrorists. The house had
remained empty for some time, but
recently, the residents of the village
noticed activity there.
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Scenario

We executed an activity scan for the
mentioned location during December 2022;
only one device (D1) was detected, and the
small number of hits.

A limited number of hits often suggests
that the device owner is exercising caution
to remain concealed and anonymous.
Consequently, we have concluded that it is
imperative to proceed with this issue and
initiate a more thorough investigation.

Backward Investigation

1. Device History
Based on the above, we executed a Device

History query for the aforementioned
device (D1), to track any suspicious
behavior or potential threat. We found the
following:

e Al Malikiyah area in Syria

® Syria Desert

® Iraq Desert

But it was noticeable that no trajectory
pattern existed between these three areas,
which is kind of odd; apparently D1 is being
turned off while moving from one region to
another, so the routes followed cannot be
specified.

Moreover, the limited number of hits
detected in the two deserts raises suspicion
(Suspicious Activity).
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Upon closer examination of the location in
the Syrian Desert, we observed a vast arid
area devoid of any urban settlements or
even makeshift tents. The presence of any
humans in this area would be deemed
unusual and deliberate, as the distance
from the nearest urban center makes
desert trips improbable. Given these
suspicions, we opted to conduct further
investigation to conclusively verify them.
What we uncovered was astounding.

2. Activity Scan
Due to the queerness of what the results

showed regarding D1, we executed an
activity scan to check the existing activity.

As evidenced by the screenshot provided,
additional activities linked to 117 devices
have been detected alongside D1. This
figure is concerning considering the remote
and isolated characteristics of the area,
indicating a heightened likelihood of a
hazardous situation emerging. It is
reasonable to infer that this region
functions as an "underground" where
terrorist cells can seek refuge, strategize,
and potentially initiate attacks at any given
time.
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3. Device History Pattern
We executed a Device History Pattern
guery for the same area of interest in
order to detect all the history of the 117
devices that were found there. Results
show the devices are spread in different
areas including Iraq, Syria, and Turkey.

Moreover, we zoomed in on each area, to
have a clearer view on the distribution of
these devices; many locations were found
including the following:

e lraq: Desert, Erbil, Karbala

e Turkey: Istanbul, Izmir, Ankara,
Bursa

e Syria: Raqga, Al-Tabqgah, al
Hasakah, Deir ez Zor, Harmushiyah,
Aleppo, Qamishli, Hama,
Damascus, As Suwayda, Al Qrayah,
Homs...
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High Risk Areas

We tracked each group of hits on the map
and searched for areas with certain
characteristics or religious identities.
Being in such locations is often seen as
evidence of involvement in terrorist plans
and attacks. We will focus on two areas
below:

1. Raqga
Raqqga, as the capital of the Islamic State,
is considered a high-risk area, and any
activity detected there is deemed
suspicious. Upon further investigation, we
discovered two devices located in this
district and in the Syrian desert, as shown
in the screenshot below. This indicates a
clear and serious connection between the
holders of these devices and the Islamic
State. The possibility of it being a
coincidence is highly unlikely.
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2. KARBALA
Karbala is a city with significant religious
significance due to its Shiite identity,
making it a prime target for ISIS. Any
person with direct or indirect ties to the
Islamic State who is present in the city is a
potential threat, as they may be gathering
information or conducting surveillance for
an attack.

A significant number of hits were
detected approximately 40 kilometers
from Karbala, which is a relatively short
distance. This finding warrants further
investigation to determine the nature of
the activity in the area. For the
importance of Karbala and its strategic
location, we continued our research in the
vicinity of this city to find new leads
related to terrorist organizations. Many
leads have been spotted including the
following:

® One device was found in Baghdad,
moving from there to the desert
towards the west as shown in the
screenshot below (figurel). The
last hits detected for this device
were in the highlighted area,
where he finally disappeared; no
other trace was found after that.

e Two devices were found in the
middle of the desert, in northwest
Karbala. Related hits were only
generated in one area as seen in
the screenshot below (figure 2), no
trajectory found or forward
activity.
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Last hits detected [

106 Miles away from Karbala

Hidden Places, Shelters, Isolated area
(DBRE and Alert)

VCIS's dynamic business rule engine is
based on behavioral activity monitoring,
where various parameters and
frequencies trigger alerts. One such
parameter involves isolated areas where
the system can detect sudden activity,
with hits persisting in the same location
without any movement for more than 5
days. Our system flagged a simulation of
interest. As illustrated in the screenshot
below, a cluster of hits associated with 4
devices was identified in the center of
Habbaniyah Lake in Iraq. The peculiarity
of this location gives rise to several
potential scenarios.

Figure 1
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Behavioral Patterns

During the investigation, we observed, for
each device or group of devices, several
behavioral patterns that enable us to
predict future behaviors and destinations.
Some of the patterns we noticed during
this search are as follows:

1. Co-travelers tracing
This pattern refers to devices that move
together, and it can help establish critical
relationships between individuals. By
systematically computing and identifying
high-value targets using different data
sources, we can gain insights into
potential threats. In the case of the 117
devices found in the desert, we noticed
that they only moved in very small groups
of no more than four devices. For
example, two devices were found as
co-travelers, moving around in the Al
Tabqa district in Syria.
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2. Hidden Trajectories: Source and
Destination Movements

One of the most notable behaviors
observed in this investigation is that all
device holders move from one location to
another without leaving a trace.
Specifically, they turn off their devices
after leaving safehouses, camps, deserts,
houses, etc., and then proceed to their
next destination using smuggling paths in
an attempt to remain undetected.
The screenshot below depicts one device
moving between the desert, Damascus,
and As Suwayda without leaving any trace
during December and January. The date
and time details reveal that the device
traveled from the desert to As Suwayda
on the same day without following any
specific route.
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3. In-location freeze

Almost all of the 117 devices exhibit a
unified behavior, with the hits they
generate being confined to a very small
area in all the locations they have been in,
as shown in the screenshot below. This
led us to conclude that the suspects,
during their stay at a safehouse or other
point of interest (POI), are engaging in
one of two possibilities:

e They never leave this point.

e They go outside without their

devices or/and they turn them off.

This pattern confirms all of the previously
mentioned behavioral patterns and
results that raised our suspicions. It is
clear that these individuals are linked and
part of an organization that acts
deliberately and carefully, rather than
haphazardly.
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Conclusion

VCIS has played a pivotal role in
uncovering the clandestine activities of
ISIS terrorists, particularly in remote and
isolated areas like the desert regions of
Syria and Iraq. Through its advanced
geospatial data analysis and crowd
intelligence system, VCIS enabled military
and law enforcement agencies to detect
suspicious movements, behavioral
patterns, and device activities linked to
terrorist cells. By executing thorough
activity scans, device history queries, and
behavioral pattern analyses, VCIS
provided actionable insights into the
presence and operations of ISIS militants.

The ability of VCIS to track the history
and movements of devices across
multiple locations, including hotspots of
terrorist activity like Ragga and Karbala,
proved instrumental in identifying
potential threats and uncovering hidden
connections between individuals and
extremist organizations. Furthermore,
VCIS's dynamic business rule engine,
which monitors behavioral activity and
triggers alerts for suspicious patterns,
allowed authorities to stay one step
ahead of terrorist plots and take
proactive measures to mitigate risks.
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The case of Habbaniyah Lake in Iraq,
where VCIS detected a group of hits
related to four devices, exemplifies how
the system's alert mechanisms can
highlight unusual activities in unexpected
locations, prompting further investigation
and potentially preventing terrorist
attacks. Additionally, VCIS's capability to
identify co-travelers and hidden
trajectories provided valuable insights
into the organizational structure and
operational tactics of ISIS militants.

In conclusion, VCIS has proven to be a
critical tool in the ongoing fight against
terrorism, providing law enforcement and
military agencies with the necessary
intelligence and capabilities to disrupt
terrorist networks, thwart attacks, and
safeguard communities from the threat of
extremism. Through its innovative
features and advanced analytics, VCIS
continues to enhance counterterrorism
efforts and contribute to global security
efforts in combating violent extremism.
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