VALUDRES

Monitoring, Inspection, Tracing and
Surveillance of Oil and Gas Pipelines
through VCIS

Damage to or destruction of the nation’s Pipelines and Oil and Gas infrastructure by
terrorist attack or natural disaster could disrupt the delivery of vital human services in
the nation, threatening public health and the environment, or most possibly causing loss
of life. Interest in such problems has increased greatly since the September 11, 2001,
terrorist attacks in the United States.

Effective pipelines protection requires an innovative approach to risk management that
includes: identifying and preparing for terrorist threats to reduce vulnerability of critical
infrastructure, preventing and disrupting terrorist plots, minimizing impacts and recovery
time in the event of damage, identifying the source of an attack, preserving evidence and
holding those responsible accountable.
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Introduction

With emerging threats worldwide,
physical security became critical for
pipelines because they are a vital part of
the infrastructure, transporting energy
resources across vast distances to power
homes, businesses and industries. Any
disruption to pipeline operations can
have severe economic, environmental
and safety consequences. Protecting
pipelines from physical attacks, theft,
and other security threats is essential to
ensuring the safe and reliable delivery of
these products to their destinations.
Pipeline security involves a range of
measures, including physical security,
cybersecurity and emergency response
planning. With the increasing risk of
terrorist attacks, theft, and sabotage,
pipeline operators must remain vigilant
and take proactive steps to protect their
infrastructure from security threats. By
implementing comprehensive security
measures and working closely with law
enforcement and other stakeholders,
pipeline operators can help ensure the
safe and secure operation of their
pipelines.

Geospatial security is a vital component
in safeguarding oil refinery plants and
fuel pipelines, irrespective of
geographical boundaries. With more
than 5,000 active and suspended
pipelines worldwide, spanning a total

length of over 2,069,000 kilometers,
protecting pipelines from physical
threats is of utmost importance. The

VCIS system provides a comprehensive
investigation scope with geospatial data
coverage for any location of interest,
enabling the tracking of global
organizations and networks behind
organized attacks in any country.

VCIS threat management and risk
analysis provide added value for tracking
such attacks. Through VCIS, energy
companies can aggregate big data
analysis and location information for risk
assessment from both internal and
external sources to stay ahead of
potential attacks. Traditional security
measures have limitations and leave
blind spots in identifying suspicious
activities. However, VCIS can complete
the security puzzle by providing
comprehensive geospatial security that
identifies potential threats and predicts
threat actors to raise alerts in advance.
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This can save lives, speed up
investigation results, and minimize
financial losses if physical damages
occur. Without a smart system like VCIS,
countries face limited stability,
development, and billions of dollars in
financial losses every year due to
terrorist attacks on remote
infrastructure, such as oil pipelines.
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The Middle East has over 400 active
pipelines, with Saudi Arabia having the
longest crude oil pipeline network. In
Africa, there are over 400 active
pipelines, with Algeria having the
longest crude oil and natural gas

pipeline network, while Nigeria has the
longest petroleum product pipeline
network. Europe has over 700 active
pipelines, and the Asia-Pacific has over
600 active pipelines. VCIS can classify
suspicious activities and raise future
alerts to mitigate these threats.
Governments and oil companies
worldwide face a significant challenge in
securing pipelines, with measures such
as increased monitoring and
surveillance, installing sensors and
alarms, and implementing laws and
regulations to deter theft, vandalism,
and terrorist acts. However, investing in
geospatial data security solutions and
working closely with energy companies
and pipeline operators can provide
valuable insights into potential security
threats and vulnerabilities. This can help
ensure the safe and secure operation of
pipelines, protect critical infrastructure,
and safeguard the environment and
surrounding countries.

The Importance of Pipelines Physical Security

Pipeline physical security presents a
complex and constantly evolving
challenge for pipeline operators. By
implementing a comprehensive security
strategy that addresses these challenges,
pipeline operators can help ensure the

safe and secure operation of their
pipelines. This strategy should involve a
combination of security personnel,
technology, and training, as well as
collaboration with law enforcement and
other relevant agencies. We will



mention some of the reasons why
pipeline physical security is so
important:

Prevents theft and vandalism

Physical security measures can help
prevent theft and vandalism, which can
lead to leaks, spills, and explosions that
pose significant safety and
environmental risks. By deterring these
criminal activities, physical security
measures can help protect people and
the environment.

Reduces the risk of sabotage and
terrorism

Pipeline infrastructure can be a target
for sabotage and terrorist attacks.
Physical security measures can help
reduce the risk of these types of
incidents and minimize their impact if
they do occur.

Protects workers and the public
Pipeline operations involve workers who
must travel to remote areas and work
with hazardous materials. Physical
security measures can help protect
these workers and the public by
deterring criminals and terrorists who
may seek to harm them.

Ensures reliable and continuous
operations

Physical security measures can help
prevent disruptions to pipeline

operations, ensuring that energy
resources are transported reliably and
continuously. This is essential for
maintaining energy security and
preventing price spikes or shortages.

Maintains public trust

Pipeline operators have a responsibility
to maintain public trust by operating
their facilities safely and securely.
Physical security measures are an
essential part of this responsibility and
can help maintain public confidence in
the industry.

Overall, physical security is essential for

protecting pipeline infrastructure and
ensuring the safe, reliable, and
continuous transport of energy
resources. By investing in physical
security measures, pipeline operators
can help protect people, the
environment, and the economy from
potential threats.
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Challenges

Pipeline security is a complex and
multifaceted challenge, with a wide
range of potential threats facing the
energy industry. These threats can come
from a variety of sources, including
criminal organizations, terrorist groups,
and even rogue employees. The sheer
length and scale of pipeline
infrastructure also present unique
challenges for security personnel, who
must protect thousands of miles of
pipeline across multiple jurisdictions and
diverse terrains. Many challenges occur
when it comes to physical security which
makes it one of the most important
challenges in the field of security and a
nightmare for the industry using these
facilities as listed below:

Remote locations

Pipelines often run through remote and
inaccessible areas, making it difficult for
security personnel to monitor and
protect them. This also makes it
challenging to quickly respond to
incidents that occur in these areas.

Length of pipelines
Pipelines can stretch thousands of miles,

making it difficult to monitor and secure
every inch of the pipeline. Pipeline
operators must deploy security
measures and personnel strategically to
ensure adequate coverage of critical
areas and assets.

Terrain

Pipeline infrastructure can cross diverse
terrains, including mountains, forests,
and deserts. The challenging terrain can
make it difficult to install security
equipment and access the pipeline in
the event of an incident.

Aging infrastructure

Many pipelines are decades old and may
not have been designed with modern
security features in mind. This can make
it challenging to retrofit existing
infrastructure with new security
technologies without disrupting
operations.

Limited resources

Pipeline operators often face budgetary
constraints and limited resources for
physical security measures. This can
make it challenging to implement
comprehensive security measures,
particularly in remote or hard-to-reach
locations.

Insider threats

Rogue employees and contractors can
pose a significant physical security threat
to pipelines. These individuals may have
access to critical infrastructure and
knowledge of security protocols, making
it easier for them to carry out sabotage
or theft.



Traditional solutions

Physical Security teams managed to
create some measures commonly used
for pipelines:

Patrolling: Regular patrols by security
personnel can help detect and deter
potential intruders. Patrolling should be
conducted at irregular intervals to
prevent patterns from forming.

Access control: Access control measures
such as gates, locks, and security
personnel can help limit access to
pipeline facilities. Keys, key cards, or
biometric authentication may be used to
control access to specific areas.

Fencing: Fencing is often used to create
a physical barrier around pipeline
facilities, limiting access to authorized
personnel only. The fence should be
constructed of durable materials and

designed to withstand forced entry
attempts.

Lighting: Adequate lighting can help
deter potential intruders and provide
better visibility for security patrols.
Motion-activated lighting can be
especially effective in alerting security
personnel to potential threats.

Surveillance cameras: Closed-circuit
television (CCTV) cameras can be used to
monitor pipeline facilities and detect
suspicious activity. Cameras should be
placed strategically to cover vulnerable
areas and provide clear images.

Ground sensors: Ground sensors can be
used to detect ground disturbances
caused by digging or excavation near the
pipeline. These sensors can alert security
personnel to potential threats before
they cause damage.

Drone Surveillance: Drones equipped
with cameras and sensors can provide
real-time surveillance of pipelines,
helping to detect potential threats, such
as unauthorized access or tampering.
This can also help monitor for
environmental damage or potential
leaks, which can be quickly identified
and responded to.



Our Solution

VCIS offers a borderless scope of
investigation and protection for
sea-based activities, allowing for 24/7
monitoring and control of any device or
activity in a chosen area. Without VCIS,
the number of attempted piracy attacks
has increased by 20% each year, with the
Gulf of Guinea being considered one of
the most dangerous regions for shipping
due to its high number of piracy
incidents. However, with VCIS, the wide
range of movement on sea borders is
clear and traceable, enabling the
classification of suspicious activities and
the issuance of future alerts for devices
located in any spot along the sea.

VCIS is a powerful system that uses
unlimited data to visualize and analyze
potential threats, with the ability to
travel through time from the present to
the past and future, allowing for the
investigation of crimes in the present,
understanding of their roots by going
backward in time and prediction of
potential incidents in the future. The
system's highest security access
measurements, audit trail and logs make
it possible to fulfill the promise of the
big data revolution.

The VCIS system can help the Saudi
Arabian government avoid and
investigate attacks on pipelines causing
the shutdown of facilities, resulting in a

significant loss of oil production. VCIS, in
combination with Saudi Arabia's missile
defense system, has the potential to end
these attacks and minimize losses.
Governments and oil companies
worldwide face a significant challenge in
securing pipelines, with measures such
as increased monitoring and
surveillance, installing sensors and
alarms, and implementing laws and
regulations to deter theft, vandalism,
and terrorist acts. However, investing in
geospatial data security solutions and
working closely with energy companies
and pipeline operators can provide
valuable insights into potential security
threats and vulnerabilities. This can help
ensure the safe and secure operation of
pipelines, protect critical infrastructure,
and safeguard the environment and

surrounding countries.
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With VCIS, investigating any security
breach has become easier, more
efficient and time consuming than
before, by investigating the present,
learning from the past and predicting
the future. VCIS unique and creative
platform will fill the gap within the
traditional security measures to
complete the security puzzle and
minimize the blind spots to reveal the
truth by:
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Timeline reconstruction

GPS data can be used to reconstruct the
timeline of events leading up to the
attack. By analyzing the movements of
individuals, drones and vehicles using
GPS data, investigators can create a
detailed timeline of events, which can
help identify potential suspects,
witnesses and gather additional
evidence about the attack.

We can find In the screenshot below, a
list of devices moving from Al-Hofuf city
toward one of Aramco’s oil pump
stations at the time of the attack.
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As shown in the screenshot below, a list of devices was moving toward the Nigerian oil

refinery station in Dangote at the time of the attack.
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Nigerian oil refinery

Identify potential threats

Using KYC, Case management and Risk
Assessment has increased the security
level by identifying pre-known threat
actors and raising an alert in advance to
prevent any potential attack thus saving
lives, time and money such as terrorist
attacks, sabotage and even oil theft.
We can see in the screenshot below a
list of devices located at a specific area
where some of them were flagged as
suspicious due to a previous
investigation. This way we can keep
tracking these suspicious devices'
activity and raise a warning based on it.

Evidence gathering

GPS data can provide valuable evidence
in criminal investigations. For example,
GPS data can be used to identify the
location where a suspect carried out an
attack or dumped evidence, such as
stolen equipment or weapons or
explosives used in the attack. This
information can help investigators
recover the evidence, reveal the truth
and build a stronger case against the
suspect.
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Borderless scope of investigation Thus no data is required from any Law
GPS data source is independent from enforcement agency or local authority
any Law Enforcement Agency or which takes LEA a step ahead in
regulation. This data can even cover the protecting and securing this

whole world or any location of interest. infrastructure and all its related industry.
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Minimize resources and cost
Geospatial data can help pipeline
operators minimize resources and costs
by enabling more targeted and efficient
allocation of resources, improving
situational awareness and response
times, and promoting collaboration and

Conclusion

Protecting pipelines is a critical task,
with over 5,000 active and suspended
pipelines spanning more than 2,069,000
kilometers worldwide. VCIS provides a
comprehensive tool for investigating
potential threats to pipelines using
geospatial data, enabling organizations
to track global threats and the networks
behind organized attacks, no matter
where they occur. The system's threat
management and risk analysis
capabilities add significant value to the
security of energy companies, allowing
them to take proactive measures to
protect their critical infrastructure.

In conclusion, geospatial security is an
essential tool in protecting pipelines
from physical threats. By leveraging
satellite imagery, GPS data, and other
geospatial technologies, pipeline
operators can monitor their

coordination across different
stakeholders. By leveraging geospatial
data and technology, pipeline operators
can enhance their physical security
measures and ensure the safe and
secure operation of their pipelines.

infrastructure in real-time, detect
anomalies, and respond quickly to
security incidents. Geospatial security
can also provide valuable insights into
potential security threats and
vulnerabilities, enabling pipeline
operators to develop more targeted and
effective security strategies.

While geospatial security presents many
opportunities for pipeline operators, it
also poses some challenges, including
data management and privacy concerns.
To overcome these challenges, pipeline
operators must ensure that they have
the necessary data management and
privacy policies in place to protect
sensitive information.

Geospatial security is a powerful tool
that can help pipeline operators
enhance their physical security
measures, improve emergency response
capabilities, and reduce the risk of
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incidents and interruptions to
operations. By investing in geospatial
security solutions and working closely
with law enforcement and other
relevant agencies, pipeline operators can
help ensure the safe and secure
operation of their pipelines, protect
critical infrastructure, and safeguard the
environment and surrounding

communities.
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