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Introduction

Corruption in governmental institutions is a
complex issue that has plagued societies
worldwide. It involves the misuse of public
power for personal gain, leading to the
erosion of trust in public institutions,
economic inefficiencies, and a hampering
of social development.

On Transparency International's 2022
Corruption Perceptions Index, Nigeria
scored 24 on a scale from 0 ("highly
corrupt"”) to 100 ("very clean"). When
ranked by score, Nigeria ranked 150th
among the 180 countries in the Index,
where the country ranked last is perceived
to have the most corrupt public sector.
This country’s history of corruption is
intertwined with its political and economic
landscape. The misallocation of resources,
the siphoning of funds meant for public
projects, and the prevalence of "ghost
workers" on government payrolls are just a
few examples of the ways corruption has
thrived. This phenomenon is particularly
evident in sectors like healthcare and
education, where inadequate funding and
subpar services often result from
embezzled funds.

If we look at Nigeria’s Ministry of Public
Works in particular, corruption has long
been a pervasive issue, particularly in the
realm of construction projects and tender
processes. The misappropriation of funds,
bribery, and nepotism have deeply
infiltrated the system, undermining the
potential for equitable development and
efficient infrastructure improvement.
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Construction projects and tenders, which
should ideally serve as means to enhance
public services and stimulate economic
growth, often become breeding grounds
for backdoor deals and embezzlement. This
phenomenon not only results in
substandard infrastructure, hampering
socio-economic progress, but also erodes
public trust in government institutions.

Addressing this corruption requires
comprehensive reforms, transparent
procurement procedures, and an advanced
system to ensure that public funds are
utilized effectively and construction
projects serve the best interests of the
Nigerian people.

Corruption in Governmental
Institutions

1. Sources

Lack of Transparency

Lack of transparency in decision-making
processes and financial transactions can
create an environment ripe for corruption.
When information is concealed from the
public, officials may engage in corrupt
practices without fear of accountability.

Weak Governance and Institutional
Capacity

Inadequate checks and balances,
insufficient oversight mechanisms, weak
governance structures, and when
institutions lack the capacity to enforce
laws and regulations, corrupt individuals
can exploit these weaknesses.
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Political Patronage and Nepotism
Appointing individuals based on political

allegiance rather than merit can lead to
patronage networks, where loyalty is
rewarded with positions of power. This
fosters a culture of favoritism and bribery.

Low Salaries and Inadequate Incentives
Low wages for public officials may lead to

the temptation to seek additional income
through corrupt means. Inadequate
incentives to perform their duties honestly
can push officials toward illicit practices.

2. Connection to financial crimes
and fraud

Money Laundering
Corrupt officials often engage in money

laundering to conceal their ill-gotten
wealth. They use complex financial
transactions and offshore accounts to
legitimize illegal proceeds.

Tax Evasion

Corrupt companies might evade taxes on
their illicit gains, further depriving
governments of revenue; allowing
individuals and businesses to hide income
and assets offshore or manipulate
transactions to underreport income.

Fraudulent Contracts and Procurement
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Corrupt officials may manipulate the
procurement process to award contracts
to friends or associates at inflated prices
or for substandard services.

Embezzlement

Corrupt individuals may embezzle public
funds or divert them to personal
accounts, depriving public institutions of
essential resources.

Bribery and Insider Corruption
Employees within financial institutions
may be susceptible to bribery or insider
corruption. They might misuse their
access and knowledge to assist corrupt
individuals or cover up their activities.

Influence Peddling and Lobbying

In the digital age, corrupt actors might
exploit online channels and social media
platforms to engage in influence peddling
and lobbying to shape financial policies in
their favor.

3. Consequences

Loss of Investment and Development
Opportunities

Corruption discourages foreign and
domestic investments, hindering
economic growth and limiting
development opportunities.

Erosion of Public Trust

Corruption erodes public trust in
governmental institutions, leading to
disillusionment among citizens and a
decline in civic engagement.
Economic Impacts
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Corruption diverts resources away from
essential public services, such as
education, healthcare, and infrastructure
development, leading to economic
stagnation and reduced public welfare.

Social Inequality

Corruption can exacerbate social
inequality by diverting resources meant
for the disadvantaged into the pockets of
the privileged few.

Undermining Rule of Law

When those in power engage in corrupt
acts with impunity, the rule of law is
undermined, leading to a breakdown of
justice and accountability.
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Case Study

1. Elements

e A corrupted general manager in the
ministry of public works

® A Chinese Company contracting with

the Nigerian government, and

registered in Dubai

A financial broker

Several international banks

A French Real Estate broker

A terrorist group

A terrorism financing facilitator

2. Story
In a very luxurious compound of villas in the
city of Dubai, subject to private security
based on a CCTV surveillance system, the
guards monitored the movement of two cars
in front of one of the villas in an unusual
manner and speed, which prompted them to
chase the two cars and close all the exits, so
they were able to surround the compound
and surround them. Clashes took place
between the two cars and the guard forces,
resulting in several casualties on both sides,
but the compound's guards were eventually
able to take control and requested the
intervention of the National Police.

After the police arrived, the persons who
were on board the two cars were arrested,
and an amount exceeding fifty million dollars
was found in their possession. Additionally,
they searched the villa that was the subject
of the robbery and arrested its owner, who
turned out to be a manager in a Chinese
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contracting company and whose body
showed signs of resistance to the
perpetrators of the robbery.

Possessing such an amount of money in cash
and not reporting that he had been subject
to an armed attack on his home, the
employee is suspected to be involved in
illegal acts, which prompts the police to call
the Financial Crimes Investigation Team to
conduct a parallel investigation, which is
more important than the investigation of the
robbery incident itself.

Scenario

Chapter 1: Identifying Suspect Behavior
and Criminal links

Executing the DH for the manager (A1)
allows us to detect that: (DH - A1)
e He frequents the Chinese company in
Dubai
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A1l frequents the Chinese
company in DUBAI



e He visited the compound of a B AS Al ol & g 8 sy aligana ) @
branch of this company in Nigeria ) edae U e
several times

The compound of a
branch of the Chinese

company - Nigeria

12034° A S0sR

e He visited the site of a bridge under ol A e Ul zeh Lae o LinY) 28 BV
construction, which allows us to identify RO T_‘;})j;m 28 dinall A< 5l o2a
that this Chinese company is CJL“J Sllia Tumilion W § b da Ay el
implementing a project for the Nigerian ialad) JlasY) 5 )5

authorities after it won a tender there
for the Ministry of Public Works.

Here On

I [_ 61_’:23Ii-::ec-i\i‘if«-Sch:dSﬁT?zd.':‘30‘.I

A1 visiting a bridge under
construction - NIGERIA
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Executing an Activity Scan AS query Js~ AS 3)'@;\1\ AR T YEVHEN e‘JSL.n;\
around the ministry of public works for a 3 alasinl g ¢ el 6 s Al Jai 5 ) 5

T NS IR S ey
& sall 555 Lasale (pdll eUan gll 5 (il gall

be limited to the devices of all employees AN aai X _
and brokers who usually visit the site ol Lilla 55 cJa dpans Jll Jaal) el A

during official working hours only, led us to lalisa | jlea 50 e
identify 50 different devices. (AS - Ministry of Public Works)
(AS - Ministry of Public Works)

Employees
= and

#% Device IDs

Executing an Activity Scan for the compound Jsn AS 5 eay) Llis L T EQREN Y
of the Chinese company for a period of 6 | X )G_gj 6 el Aiaall 4 L) rans

months led us to identify 123 different devices plalall g il all U—@A 123 e i il

for the employees a?nd workers. (AS - Compound Chinese company)
(AS - Compound Chinese company)

ompound of the Chinese Company
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Executing a POI query for the 50 devices from A< yidall alaiay) Lalds apat dpald aladiul

the ministry of public works and the 123 JaiV 350 55 e 13 50 ) G e <POI
devices detected around the Chinese Jsa Ledli) z S U-P 123 5 dalall
compound led us to determine several oo el 330 duaahy e (o 1 aanall

encounters between two devices in different

restaurants in an expensive district of Lagos, ol Aaly Akt * lise f‘d'b‘“ & G le>

A2 from the Chinese company and A3 from (e A3 Aginall AS Al e A2 ‘u:*f‘—y =
the ministry of public works. (POl - A2 A3) (POI - A2 A3) Axladl Ji¥) s ) 5

ssazevaresamuesnzan | A
=

e Y

Several encounters between
these two devices in different
restaurants in an expensive
district - LAGOS

Executing a DH query for the A2 device Gnanw A2 O Sleadl A8 a o )l duald aladia)

allowed us to determine that: ool Lo sty

(DH - Site Engineer Chinese) (DH - Site Engineér Chinese)
e He lives in a separate house in the s aandl Juadic J jie s

conjpour.wd ahd V.ISItS the different . i e LY 08 Adlia ) o L5l
projects in Nigeria under construction : o y

by the company Lo S 4S 4

Here On

| 0 estzetir-omr-sost et seciviibecmsiin | A2 Davice 1D

Site engineer of the Chinese
company at aseparate

house in the compound
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[ E42c2214-abec-4265 Sctf-L80ecf5073e4{9230) I

A1l frequents a luxurious
hotel in DUBAI

This query allowed us to reveal his Caba 4y ga e CRISIL U e 23 128
identity; he is the Site engineer manager Aial) 45,50 é}d‘ Oediga e sd g ¢ jleall
of the Chinese company.

A3 (e DH el 48 ja & U dpala aladii)

Executing a DH query for the A3 device i gh e iS5 4l yia o sie sty Ul C
A 3 J e e

allowed us to determine his home address

and reveal his identity; he is the general & O cAalall JaiYI5 ) 5 5 ?.L‘:”de“‘ f“«"
manager of the ministry of public works Ol Adaal A

and lives in an expensive apartment.

( [ 266402 87104002 000 102230340452 (720 ) 3 InEDest g Holol Home Address :=.-

Suspect Device ID

B, = <5501 - 5.4 [
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Chapter 2: Revealing the Corruption ledl) palie e adsl) ;‘,'ms Jadl)
Elements

By going back in time and executing a S &k e 6\353“;‘ 5 51 3 gl

Device History DH query for A3, we were  (Sws (2 sbie LGS (e USa3 (A3 (e jleal)

also able to detect the general manager of il lie g dalal) JilI 3l jsale e
the ministry of public works’ houses and LY Gl a5 i) Al dasdll il
his real estate, the exact time he bought RE I PR d;dg\; PR PUARS

those assets, his international activity, the © : .
’ ’ Qaa ) s J el S 13) 3L
frequent countries he used to visit, and if C el O Rl el

there was any specific location or address ?n"d‘ sl c'}u Bk MM‘ B
he used to visit around the world (houses, a“‘w‘) < gl 5 ag Hlaill 3l d)t“j‘)

shops, banks, restaurants, etc.) (DH - ¢(DH - Suspect) (W _ne 5
Suspect); GL Lo C_ﬂl\l\ l J@Li P
The results showed the following:
. el il ddaalidad e a iy @
e He frequents an expensive et Jaba

apartment near Lagos’s coast

Hete O

n
( 3abEde3-E70-4902-BbOf-ThEEII3404=3{51) )

Suspect Device ID

Expensive Apartment

Copyright © VALOORES. All rights reserved. Confidential and Proprietary. 13



e He frequents a Bank in Switzerland =~ <lUa (3338 5] gy g Sl Je 20 3 @
and a hotel there

He frequents another bank in Paris and Jathy g Gl S Aldn ey e
moves to a house in the same city Lo Aaall 3 jie 8 haall

Here On

(l_ 2ab4e3f-870-4002-50 00 10EE303404e8 (34) ]

Suspect's Device ID
in PARIS
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company in Dubai under investigation

He keeps visiting the chinese contracting

Luall Y dedlas i3 b ydial 2 @

(__ In664e3f-8TH]-4902- B0 16683934 MeR (103) )

Suspect’s Device ID at a

Contracting Company - DUBAI

After finishing the phase of building his
financial profile, it appears clearly to us that
he has lllegitimate enrichment compared to
his small salary. Based on what was detected
in our previous investigation, we decided to
map all corruption networks. Thus, we
traveled back in time to his first visits to
foreign locations and banks.

Using Co-traveler functionality between
Zurich Airport, the hotel, and the Swiss bank,
we discovered Two other devices: the first
one moved with him from the hotel to the
bank (A4). The second device (A5), stays with
him all the time, from his arrival to the
airport. (DH - Wife and Broker)

- 251 -

L e g 5 e e o) il ey il 2 gua s
Liliias 8 4Ll 5 e e 2y Jiall 4
A3 5L s SV ada ) ) e 3l Lae 138
Aia Y & gl 5 bl sall )

A nal el pDlatad Lpals Lk

il 3ol 5 & 595 Jlae G Co-traveler
S Sleall Ll (A4) el ) 32l (e 4xe
) A pea g e 28 1) ) gla ana 84 (AS)
(DH - Wife and Broker) . sl
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Two Devices with the

Suspect at Zurich Airport

Executing a DH query for these two devices
(DH, - Wife and Broker) we found that:
1. The first device (A4), belongs to a

person moving between Switzerland
& Dubai.

e He frequently visited the same Swiss

Here On

( AZGAFIS-A0T0- A T8- 384T Defead D00 5 (4340 )

Broker's Device ID
Home / Switzerland

2 oo DH Sleall 48 a g i daald aladiy
;o) Las g adl (DH, - Wife and Broker) Cx )te>))
O Jih (ad il sy (A4) JSY) Sleal) 1
ST PNTP
o sl Glill s Hl 5L ) )5S @
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e He frequently visited the site of the Y laall S Hh aga )yl | 85 @

Chinese contracting company in Gudall a8 o A Al
Dubai under investigation S

| Jabfde 1F-STH)-£002 -8b54- 1000303048 {105

(I_ AGF405- 4970407 2847 2ctead fa e (120) }

Broker's Device ID at the
contracting company - DUBAI

- A Iy ki 520359 . 553656

These results led us to identify that this saddll 13a o) Je oyl ) oLl o4 Lol
person is a broker Yvho manages a bank ' ‘; Al 25):&1_)3 L’m ndass s
account for the Chinese company at the Swiss

bank. -&5)“‘:’3“‘3‘ <l

2. The Second device, A5, lives at the J el (i A 2a) g1 A5 (SUEN Sleadl 2
same House with the general manager

Alda g 3l 2 gy 28 g alall yiaall
and might belong to his wife. > e el e
DE=Emn

Here On

[ ] 307006:-2227-49e0-3100- 308407902 (65|

3366402 204042 Bo0f- 108230240408 (51}

Devices' IDs
Home - Lagos
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A second Co-traveler query type was
executed between Paris Airport and the
house in Paris, showing that in addition to
his wife’s device, two other devices
traveled with the general manager from
the airport to the house, named A6 and
A7. (DH - Four Devices)

Sl jilosall 2Dl daali aladiud

& il b sUas G Co-traveler

&5 edia g3 e (M AVl 4l G b
daall e alall ol ae cp AT Cp e JBS
AT 5 A6 s 5 ¢J il )

(DH - Four Devices)

Two other devices traveled
with the suspect from the
airport to the house

Executing a Device history query for these

two devices (A6 and A7), we found that

they belong to a French Real Estate broker

located near Republic Square.
(DH - Two Devices)

.

o= DH Jleall 38 a g i dpald alasi)
O Legal Liaa 5 (A7 5 AB) kel e
dabu e il ol 58 g e Jasu gl

(DH - Two Devices) 42_) s¢aal)

(] Ebasaieg-af17-a11d-5r-085Tceddel1F(675)
| 51195c20-7538-4100-5406- 7201 31067 1405

Two Brokers Devices' IDs
at a Real Estate Company
in PARIS

Copyright © VALOORES. All rights reserved. Confidential and Proprietary.
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Therefore, as we started to trace the aladl el () Lddi€) ) gal) iy Lilay Ladie 1Al

money, we discovered the general . i . P .

manager (A3) visits two banks frequently N & u‘fh\).)& d&m L,HSJ,*A.A)})’! (A3)
(one in Switzerland and the other in Alia; 45) QL“";‘ (i L (L B (8 DAY ) o s
France), which means that he probably P Jpal o) i a5 puilile (il pan & Sllua
owns accounts in two different banks, and (DH - Suspect) A lie 48 55 JYA e u b

he bought assets in Paris through a real
estate company. (DH - Suspect)

ne==p A48 =50 00 Crm—

[Germany

A Bank in France 2

Suspect Device ID at
a bank in Switzerland

Executing the POI functionality between: the A8 jidal) alaia ) Lales st duald aladsal)
manager of the Chinese company (A1), the Odiga ¢(A1) Apinall A< 30 3 o PO
site’s engineer (A2), the general manager of the Laladl Juasy! 555 ale nae ¢(A2) Cﬁﬁ‘j\
ministry of public works (A3) and the broker el s5e ) )@-Ei IVISRATE

(A4) allows us to discover several meetings U’L"_ o . . (Ad) 2515 . )
between the devices Al, A3, and A4 in Dubai at Gl P FE Ads Al A3 ¢!
different public areas. (POl - A1 A2 A3 A4) (POl - A1 A2 A3 A4) Adliaall dalall

| ]

| | #42e2d

Meetings between the
three devices at several

public areas in DUBAI




This international investigation using the
VCIS solution allows us to identify that the
employee was receiving bribery from the
Chinese contracting company, which
probably is involved in smuggling cash
money from Nigeria to Dubai before using
its branch there to transfer money to the
manager's bank account in the Swiss
bank, where the contracting company
also has bank accounts, and later the
employee was transferring the amount of
money from his Swiss bank account to his
other bank account in France as a phase
of layering before integrating the money
by buying assets in France without using
any bank account in Nigeria for the
placement of his illicit revenues to avoid
being traced by the Nigerian authorities.

By understanding the suspects behavior,
monitoring their location's activities, and
identifying the human network’s
locations, we have recognized the main
elements of this corruption and money
laundering case: the governmental
employee, the brokers, the banks, the
contracting company, the real estate
agencies, and the assets. We have also
analyzed the geospatial data to reveal the
causal link between the perpetrators of
the crime, recognize the source of illicit
money, track them, and determine their
final destination secretly without
collecting any financial intelligence from
abroad.

2235 (VCIS e (Al Gl 1 W iy
Y Al A8 3 (a8 g Cida gall S
k) sie 0585 ) Jainall (ge Sl g cdineall
S (0 M L (e 40085 ) gl syl
Gloa ) JIse¥) dy gl ellia Lee i pladial
AS i Sl G (5 oy suall Sl 8 500l
OIS Gl dmy g A b Loayl Y sladll
adlen (ya ) aduall gy o sy il 5l
& AV Sl aglia ) (5 e sl Sl
oo JlsaY) zad U dgdazill ol gladS L 8
sl aladinl & 93 i 8 b Jsaal ¢l i (33
2 Al e sl b e B (8 e s
Clalud) J8 (e Lgaial ind g de g il

Al A8 ya 5 o il & shus ngd U (3
L 2 Ay ) AS0l) a8 g0 20385 5 ¢agadl e
i 5 3l Al Fpuas I yuslinll e
cellans gl ¢ o sSall s gall o2a ) 5aY)

4 )l YIS Gl el gliall A< 4% &l gl
1l gaald) caliladl Jadaty Lad LS J s
Cayail 5 Ay yall S5 e (48Dl S
Latni g de 5 piiall e J)saY) Hrumne e

s aan 90 17 AL Ui 5 2t
ZA e Ale e slac



4 i) Aalad) QAN 3 ) 59 A Jlsial) g Aallal) adl jad) s

Chapter 3: Identifying criminal links Ot Asa ) Jay) g 5l asaat S ENEY Suadl)
between the private sector and e Y cleleall y (aldl &Lh:'ﬁ\

terrorist groups
& 50 02 DTP Jleall i Jaad aDlatiasl 1%

Executing a DTP query on the previous o ) ]
YRpH @ oY ‘:A ALl Sl el tall)

locations of meetings in Lagos at three

different times between site’s engineer el 5 (A2) a8 sall (udiga (p Adlide il
(A2) and general manager (A3) allows us to Sl lea 2 g g alin) Ul b (A3) AER
detect the presence of a third device (A8) leldal) sl (e (il asy (S (A8)

that was attending two of these meetings.

| Sfekeit].ataT-Se6T- B abAnSiHedeE 1TE)

e i . |
=

L] et D067 1077 Lo -aded-BecTod mecea 51| A2

A third device (A8) attending
the meetings with A2 & A3 at
two restaurants in LAGOS

Executing a DH query for A8 allows us to A8 e DH Jleall 4S8 )a @Ju iuala PARENY
reveal his identity and his link with adals ) g 4%y g8 (e RS U e
terrorists. (DH - A8) (DH - A8).Cxsta LU

® He is moving between Lagos and ) ) N
e 1y 45
Yobe districts s ey Sahlie o Jun ) @

Hars On

| =] 53@a|3-,ze:.a.e!-se;1-amsasescs.;w:|

A8 moving
between Lagos
and Yobe districts
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4 i) dalal) JdN ) 9 (B JLiat) g Aullal) adl ol ac

e He used to visit a forest area where g8 émﬁ Cua clle dshic Hyn oS o

the Boko Haram terrorist group has 3 58ills dla LY ?‘P Sgdelan
influence

[ & [ | @]

Here On

I D 53fcBd 12-ade7-4e67-B18 1-abda55 e lcd !‘)I

A8 Device ID
visiting a forest in Yobe where
Boko Haram has influence

,;/"

e Heis living in a village near the dgaall pedy B 8 A S 4 @
borders and close to the forest e | 3 Sl AL (e jie e
mentioned above

o= n

Here On

o L ssihana-steTdeqr it ab4assitedcs 349) |

A8 home addressin a
village near the borders

Forest where Boko
Haram has influence|
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e He frequently visits prisons where several

Boko Haram fighters are imprisoned

f s=rcaenaiaser—seor-saan sniasamancs ez ||

A8 visiting a prison in LAGOS
where several Boko Haram
fighters are imprisoned

Executing a DHP query in the forest area
allows us to locate 35 devices in the same
area, which probably belong to Boko Haram
fighters. They are living in the same area
and moving to stay around the cement
factory belonging to the same Chinese
company, which indicates that they are
working to secure their interests and that
the Chinese company is involved in
terrorism financing acts by cooperating with
Boko Haram'’s fighters. (DHP - Forest Area)

Hern On

DTICHT- 2053454830 11-0CHT | 3 208r 1126)

L 2a) s (A oand) 55 LTS o
aloa S5 Hlie e el

S44EEIIE 3307310

#4025 33880

DHP Jleadl 4 ja Jasi poadduald aladial

I Jlea 35 & ge 2223 Ul rans Alad) Ailaie b
Ao S s i Al Ll Sl (e 1
AaliDU o latsy g dakaiall i (8 () 53wy a8
AS ) Gesil AUl e giian J g
Oxal e 0 slany il e Jay Laa il
Jlae T 3 A7) s Auciall A8 ) (5 mgallas
S (sBilaa ae sl SR (e QY o sl
(DHP - Forest Area) .a) o~

O cotgnasinrsnersan s iz 35 devices )
0 earsess iz o sesrsant0= pr g ha by

[ aded 1F70-666=- 4aT0. 003 S2F03055502T123)

ABLLE fetiecte {125

belonging

ez 10 BOKO

sl TR
[ 2381753t M6 B35 dcfa3 0Bk T16)

50451 Daboiiliak [116]

™ Haram
fighters
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ABOUT VALOORES

Conclusion

During this study, we tracked the flow of
illicit money by looking for money transfer
locations.

As a result, based on our investigation, we
can start investigating any employee by
traveling backward in time to detect the
employee's normal behavior, identify his
pattern and assets and then travel from
the past to the present to detect any
abnormal behavior or relationship with
any person or location connected to
corruption and flag alerts on such
behaviors in the future to prevent or
detect any involvement in corruption.

By Using VCIS, time travel is no longer a
myth but a reality since we are no longer
limited in Time or geographical space by a
country. With VCIS, the whole world is our
limit. No regulation, limitation, subpoena,
or legal process is required anymore. You
have the imagination; we provide the
solution.

By employing the VCIS solution's features,
law enforcement agencies and intelligence
organizations are better equipped to fight
against financial crimes.

This approach is crucial for maintaining
national security and stability within the
country and in the region, especially by
implementing proactive security
measures.
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